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Cultural Properties Top 25 Converged Security Metrics 
 

 The Metric Best Score 
1 Percentage of Exhibit controls that have been tested in last 30 days 100% 
2 Percentage of visitor screening “failures” that have been logged 

electronically for trending analytics 
100% 

3 Percentage of visitor warnings/breaches that have been logged 
electronically for trending analysis 

100% 

4 Percentage of financial/in-kind donors that have been run through 
anti-bribery, corruption, denied persons/companies list 

100% 

5 Percentage of supply chain (cleaning, restoration, transportation, etc.) 
that have strong security and right to audit clauses in their agreements 

100% 

6 Percentage of behind-the-scenes/oX hours tours that has had the 
visitors screened before, at entrance, and exit 

100% 

7 Percentage of sensitive, high risk tours that includes an undercover 
security professional as part of the tour 

100% 

8 Percentage of guard tours that includes perimeter of property, not just 
perimeter of buildings 

100% 

9 Percentage of badge readers that have been upgraded to newest 
RF/protocols 

100% 

10 Percentage of cameras that been upgraded to latest firmware 100% 
11 Percentage of IOT technology that has latest software 100% 
12 Percentage of RF based detection technology that has been tested to 

be immune to COTS attacks tools (e.g. Flipper Zero) 
100% 

13 Percentage of outdoor based properties (e.g. zoos) that have 
contracted or train search & rescue/tracker staX 

100% 

14 Percentage of locations with staX or contracted capabilities for Part 
107 (USA) Drone support within a short turnaround time (e.g. 2 hours) 

100% 

15 Percentage of locations where property egress protection (e.g. 
bollards) can be triggered remotely (e.g. GSOC)  

100% 

16 Percentage of Gift Shops that have had workers trained in shoplifting 
detection 

100% 

17 Percentage of Gift Shops that have had workers trained in active 
assailant/aggressive customer protocols 

100% 

18 Percentage of Gift Shops with panic buttons 100% 



Copyright 2024 – Ask McConnell, LLC / Jim McConnell 
Approved for use by NCCPP Attendees/Members 

19 Percentage of Gifts Shops with (semi-) automatic cage closing 
capabilities 

100% 

20 Percentage of animal-based properties with (high audio/gun shot) 
detection capabilities with cameras or independent of cameras 

100% 

21 Percentage of Gift Shops with returns fraud data being collected and 
anlayzed 

100% 

22 Percentage of sites with open and “dark web” intelligence gathering 
capabilities 

100% 

23 Percentage of travelling museum/tours that have had a full security 
risk analysis completed along with security funding approved 

100% 

24 Percentage of new projects / exhibits that has had signed by Chief 
Security OXicer 

100% 

25 Percentage of sites that have been through a physical AND cyber table 
top exercise in last 180 days 

100% 

 Extra Credit: Percentage of Security / Safety staX that have updated 
CPR/FA/AEDStB (adult and child) training within the last 12 months 

100% 

 
 


