Converged Security (and
Safety) Metrics

Security Metrics is Easy - Audience Reaction is the Hard Part
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Why Me?

Been service the cultural property and houses of worship segment for 33 years

Been doing security/fraud “stuff” for over 30 years covering all areas of a Converged Security program in 15+
Countries

15 Patents - majority involve fraud, data analytics and user interface for analytics

Built the largest known (to lots of people) quantifiable country-by-country offshoring security risk assessment (sadly
pre-Tableau)

Supply Chain Security/Fraud/Risk is all about how | torture suppliers/vendors/manufacturers/integrators...
Volunteer First Responder and Military/LEO Transitioning Mentor
I’m not a sports fan or related to Payton Manning (who?) but I did say “hi” to him recently.

Oh, and | wrote two books on Converged Security Metrics and Converged Safety Metrics
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Definitions - Just One Guy’s Perspective
Do you have a standard lexicon?

All, Enterprise-wide, Every >  Reporting
» what happened

Security vs. Safety vs. Safe When did it happen

How much

Cyber Security vs. Information
Where

Security

How do | find the answers

vV v v v Vv

Converged Security

How often

Metrics vs. CPls vs. KPIs vs. Stats
»  Analytics

Supplier/Vendor/Brd » What’s driving the change
Party/Integrator

What opportunities are we missing

What if these trends continue

» Policy vs. Standard vs. Framework
vs. Guidelines vs. Procedures

When and how much will we need

vV v v Vv

What is the best decision for a complex problem

ASK
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Are We / You Ready?

» Converged Security, ESRM are all the buzz terms, but are we as
security professionals, safety professionals, auditors,
suppliers/vendors/integrators, ready to measure our security
programs and mature them through metrics? Is NPS enough?

» What if a good auditor shows up or Board member asks great
questions?

» Areyou ready to build an amazing metrics program that leadership
never reads?

» Can'timprove what you don't measure, does that work for Security?
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Start Here - The Metrics lifecycle

2. Is there a problem?

» Don’t create a solution looking for a problem

» Unless you are looking for known unknowns
3. Do I know the questions | (and my audience) want to ask?
4. Do | know the questions | (and my audience) need answers to?

5. Do we have the data needed to answer the questions?

6. Does the data have any integrity issues?

7. Do we have the skills to pull out the answers from the data and deliver the
answers? (NOT just an analytics/metrics person)

8. Do we know what form, our audience wants the results in?

Y/ASK
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Actually...Start Here...

»1. Is my audience
(including yourself)
ready for the
answer?
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Metric Domain Examples SIS

vV v.v v Vv vV v v Vv

v

SECURITY PROGRAM MATURITY METRICS
SECURITY PERSONNEL MANAGEMENT
EXECUTIVE PROTECTION

SECURITY ORGANIZATION’S TECHNOLOGY
MATURITY

SECURITY ORGANIZATIONS’ CYBER SECURITY
LOSS PREVENTION

SECURITY ASSESSMENT & AUDIT

ASSET MANAGEMENT (FOR SECURITY USE)

LAW ENFORCEMENT RELATIONSHIP
MANAGEMENT

INSIDER THREAT MANAGEMENT
INFORMATION SECURITY MANAGEMENT

Missing something? Let’s build it together
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M&A SECURITY MANAGEMENT
FRAUD MANAGEMENT
SECURITY INVESTIGATIONS MANAGEMENT

BACKGROUND CHECK/DUE DILIGENCE
MANAGEMENT

PHYSICAL SECURITY MANAGEMENT
SECURITY VULNERABILITY MANAGEMENT

ORGANIZATION SECURITY TRAINING
MANAGEMENT

SECURITY/FRAUD ANALYTICS (TO FIND BAD)
MANAGEMENT

SECURITY BUDGET MANAGEMENT

(TECHNOLOGY) SUPPLY CHAIN SECURITY
MANAGEMENT

SECURITY METRICS FOR BOARD OF DIRECTORS

Y/ASK
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Start Somewhere - No excuses

» Excuses (fun chapter)

» “There are no cyber security standards for physical security technology”
» “There are no metrics for physical security”
» “We are a $650M Company, we have a couple of safety guys that take care of our security also”

» We collect stats from our Tool

» Be Flexible
»DIY - Don’t try to automate on day 1
»Start Inside & In the Mirror

ASK
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Dashboards & Pie Charts
Red is Bad, Green is Good

Integrity Classification

Unconfirmes Assured

Controred

Fraud Triangle

Ranonaization Opportuniy

SO 17799 Domans

System Deveiapment & Maintensncasceess Cantrol
Securty Policy 8
g

Confidentiality Classification

Audit Controls

Cormectve

Erevensssue

Network Elements.

Prysical & Envonmen Continuty Management

Personnel Secuy: % Operations Management
onslSecurlty  Compiisnce

Availabiity Classification

Hon-Mission Ci

Copyright 2024 - Jim McConnell and AskMcConnell.com - TLP: Green

Specific Network Eiements

Classification (CIA)

tears

Confidensasty

Network Location

Customer Premise

Testing Level

Technical Sampling __ Exploitation

Targeted Compromise " Interviews
Organizational
Vies Presicent __ Aoplication Owner

Presigent ) Data Oaner

e sector
Enterprise-wide

OS! Layer

Transpor____ Aopiicaten

session one
%
Presentaton W vewors
Prysica
System Type
Worsstatons __ Desktops
Test Development
Servers nkasiucire
Producian anages

Tlon-Managed

Scope Categ
uga Controls
Availabiity
Class:

Ciassieaton
ey

Canficentaiy
Ciassicaton

Frava
Trangle

Integei
Classit

150 17789
Daomains

Hetwork
Elaments

Network
Location

Organizason

Scope Status Listing
Scopeives

Comectve

Ontectve

Previ
Reactive

Ufe.or.Destn

" sssion Crscs

Non-Mission Crisca

Avalabity

Connder
intagrity
Confidental

Non-Pustc
Aubiic
Super Contential

Rationalizaton
Assurec

Controtes

Unconfirmes

Access Control
AssetClassifcation & Contral
Business Consinuity Mansge
Communicatons & Operatio.
Compliance

Organczational Security
Personnel Securty
Shysical & Environments) St
Secunty Palicy

System Deveiopment & Mai

Specific Applicaton Compon.
Specific Hetwork Esements
Specific Network Sutnet
Customer Eremise.

omz

Extens

Apphcaton Owner

Oata Oaner

Oirsctor

[@ 0wt or scope
@ unknown

0 Fraue Trisngie
integrty Classication

799 Domaing

[ Network Elements.

Scope Status
W inScope
B ton-Existent
W OutotScope
¥ Unknown

ASK

MCCONNELL

WWW.ASKMCCONNELL.COM
YOUR CONVERGED SECURITY SERVICES PROVIDER



Visualization - Different Class - But its still about the a
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Security

Percentage of security personnel (staff or volunteers) that have
up-to-date CPR, AED, FA, STB, BBP training

Percentage of software-driven electronic devices (servers,
cameras, laptops, HVAC, etc.) that support the organization, that
are patched with manufacturers' latest software

Percentage of organization suppliers/vendors with access to the
organization facilities, people or data, that have a current due
diligence report on file

Percentage of security personnel (staff and volunteers, 3rd
Parties) that have current security licenses, where required

Percentage of financial transactions and cash management
activities that have logged two people protection

Percentage of yearly security and safety training that includes
local police and fire department participants

Percentage of individuals that got group/one-on-one security and
safety briefings before going on an organization managed trip
(local, national, or international)

Percentage of new projects on the 2024 calendar that have a
security leader “at the table” for planning

Percentage of incidents (physical, cyber, ethics, fraud, etc.) that
are logged into a central reporting system for monthly review by
the board

Safety

Percentage of your sites, vehicles (personal or company)
that have up-to-date first aid, CPR, StB, BBP kits

Percentage of your sites that have current ABC fire
extinguishers and fire blankets

Percentage of personnel/sites that are aware and
communicate safety requirements to clients/visitors, before
moving into a safety hazard zone

Percentage of safety hazards, tools, controls and incidents
that are in a tracking system for audit and inspection
purposes

Percentage of sites that have an open, consultative
relationship with OSHA

Percentage of personnel that are trained and familiar with
your safety buddy/warden system

Percentage of sites, vehicles that get a, minimum weekly,
safety walk through/around looking for new safety hazards

Percentage of personnel that have been through, at a
minimum, OSHA 10 training

Percentage of personnel, sites that have been through a
good safety (surprise) exercise/drill in the last 90 days

Percentage of Top 10 hazards at each site, that are not
mitigated (refresh every 6 months)

“Jim,
got a
10 | ca
test th
waters
11)%
audien
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Your Best Metrics
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When | get home / to the office....

1. Survey and Prepare your audience for metrics and their results. 300 New Investigations/Vulns

2. Start adding numerator/denominator metrics questions to your security audits/assessments
1. How many non-employees secure my sensitive data? (All under contract right?)

2. How many companies have we outsourced our security controls to? Alarm company,
camera company, credit card processer, Intuit, Google, Dropbox, etc? (All under
contract right?)

3. How many vendors/suppliers do we work with?

3. Ask if you can add an audit/assessment to your 2024 plan to Audit/Assess your organization’s
security metrics management program

4. Determine from Legal if our metrics need to be under Privilege, FOIA protection (or would
they be public information, if you are a government agency)

5. Go through a “Who’s Who” Exercise on own manages “security” and “safety”

6. Get a copy of all existing (security and safety) metrics and dashboards and check their
maturity
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